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Abstract

The role of Al pair programmers has expanded from local code completion to active participation in
the development environment. Contemporary tools can interpret repository context, edit multiple
files, call package managers, execute terminal commands, and communicate with external services.
This review synthesizes security evidence concerning GitHub Copilot, ChatGPT-based coding, code
large language models, Cursor-style agentic editors, command-line coding agents, and Model Context
Protocol ecosystems. A protocol-driven search, supplemented by backward and forward snowballing,
covered literature and technical evidence available through 12 July 2026. The verified corpus
comprised 216 verified records, including peer-reviewed studies, preprints, benchmarks, standards,
and clearly identified technical disclosures. The evidence supports useful roles in vulnerability
discovery and repair, test generation, and secure-coding guidance, but it also documents recurring
injection flaws, unsafe memory and file handling, weak cryptography, authentication errors, secret
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exposure, hallucinated dependencies, and incomplete patches. Whether these weaknesses persist
depends partly on human factors, including expertise, prompt framing, review effort, automation bias,
and the authority users assign to the assistant. Most generated-code defects remain familiar CWE
classes. Agentic systems add orchestration-level concerns: indirect prompt injection, context
poisoning, tool and protocol supply-chain attacks, permission amplification, approval spoofing, cross-
file persistence, and autonomous execution. We synthesize these findings in a unified taxonomy, an
evidence-based threat model, a lifecycle security model, and a continuous-assurance architecture built
on structured context, least privilege, sandboxing, provenance, conventional SAST/SCA/secret
scanning, security tests, and mandatory human authorization for high-impact actions. Without such
governance, faster production may be offset by accumulating validation debt and downstream incident
risk.

Keywords: Al-assisted software development, GitHub Copilot, Cursor, Code large language models,
Secure code generation, Prompt injection, agentic Al, Model Context Protocol, Software supply chain,
Systematic literature review.

1. Introduction

Generative Al is moving into the control plane of software development. Early assistants
offered local suggestions, often no more than a line or a function. Current systems can retrieve
repository context, revise several files, run tests, call package managers, and execute commands.
This wider role gives errors a wider reach. A vulnerable completion may remain confined to one
function; an agentic error may alter a build script, install a package, expose credentials, or create
a persistent rule that shapes later sessions. Security evaluation must therefore look beyond the
generated snippet. It should also examine context selection, the trust assigned to instructions, tool
access, approval behavior, and independent verification of the resulting changes.

Empirical studies consistently show that credible, compilable code may still be exploitable.
Pearce et al. demonstrated this problem in CWE-grounded scenarios, while later comparisons of
ChatGPT, Copilot, and other models associated security outcomes with prompt quality,
programming language, model family, temperature, and scenario complexity [35]-[50]. Human
behavior is just as influential in the resulting risk. Developers using assistants may complete tasks
sooner yet examine unfamiliar code less carefully, place excessive trust in model competence, or
accept unsafe suggestions [37]-[39]. Thus, rapid generation may move inadequately examined
code into testing and review, even when the same tools introduce secure patterns early.

LLMs have also been applied to vulnerability detection, localization, explanation, repair,
penetration testing, and test generation. The reported gains are uneven. Performance on curated
examples often declines for repository-scale or semantically complex defects, self-correction may
yield incomplete patches or alter intended behavior, and conventional static analysis continues
to identify defects missed by language models [51]-[105]. Model output remains untrusted code,
and agent actions remain privileged operations.

We make five contributions. The review consolidates evidence on code completion,
conversational generation, repository-aware assistants, and agentic IDE and CLI systems.
Established software weaknesses are distinguished from orchestration-layer attacks, and model
and tooling risks are connected with human factors. The available mitigation evidence is
organized as a continuous-assurance architecture. A research agenda is set out for Cursor-like
environments, coding agents, and MCP-enabled tool ecosystems, for which the peer-reviewed
record remains less mature than the Copilot literature.
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Figure 1: Evolution of Al-assisted software development and the corresponding increase in context,
autonomy, privilege, and blast radius.

2. Background And Conceptual Scope

2.1 From Code Models to Agentic Development Environments

Modern code assistants build on pretrained language models specialized through code
corpora, instruction tuning, reinforcement learning, infilling objectives, tool use, and repository
retrieval. Codex, CodeGen, InCoder, AlphaCode, Code Llama, StarCoder, WizardCoder, CodeT5,
CodeBERT, GraphCodeBERT, PLBART, and CodeRL established the trajectory from token
completion to synthesis, repair, and reasoning over code [15]-[27]. CodeXGLUE provided
common understanding and generation tasks, while SWE-bench and software-engineering agents
shifted evaluation from isolated functions to issue resolution in real repositories [28]-[34]. This
shift is security-relevant because repository context and execution tools expand the trusted
computing base beyond the model.

A product may fall into more than one category depending on its mode and configuration.
Throughout this paper, we use four operational categories defined by capability rather than
brand. Completion assistants propose local code from nearby context. Conversational generators
respond to explicit prompts, often outside an IDE. Repository-aware assistants retrieve
information across files and make corresponding edits. Agentic development environments
additionally plan multistep work and operate tools such as terminals, browsers, Git, package
managers, cloud APIs, or MCP servers.

2.2 What Counts as a Security Failure?

We classify as a security failure any model output, context-selection decision, or tool action
that weakens confidentiality, integrity, availability, authenticity, accountability, or supply-chain
trust. Code-layer failures generally correspond to established CWE categories. Orchestration
failures need not contain a vulnerable generated line: an untrusted README can redirect the
agent, a poisoned MCP description can shape a tool call, and a malicious repository rule can trigger
secret exfiltration. The distinction matters operationally because conventional scanners may
detect the code defect while remaining silent about the orchestration failure.

2.3 Shift Left, Shift Right, and Continuous Assurance

Al-assisted development needs controls throughout the lifecycle: policies on what can be
prompted for, generation within constraints, verification before merging, bounds on agent
execution, and deploy-time telemetry. It is a natural extension of the idea of "shifting left" (moving
security-relevant activities to earlier points in the lifecycle), which already describes practices
like security requirements specification, threat modeling, secure design, static analysis,
dependency checking, and testing. While I can help shift left by automatically generating tests,
understanding and responding to warnings, proposing safer APIs, and fixing defects while
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authoring code, it threatens to do the opposite when the rate of code production vastly exceeds
thoughtful human review. The result is an argument for continuous assurance, which is consistent
with existing secure-software and risk-management practices [163] - [167].

3. Review Methodology

The review followed established software-engineering guidance for systematic reviews and
mapping studies. PRISMA concepts were used to make study identification, screening, and
synthesis transparent [1]-[4]. The search strings covered Al code generation, Copilot, Cursor,
coding agents, code LLMs, secure code, CWE, vulnerability, prompt injection, repository context,
terminal execution, MCP, and software supply chain. Searches were completed on 12 July 2026.
We covered eight databases and portals: IEEE Xplore, ACM Digital Library, USENIX, SpringerLink,
ScienceDirect, arXiv, Google Scholar, and authoritative portals for standards and vulnerability
disclosures. We then used backward and forward snowballing from earlier systematic reviews
and major empirical studies [5]-[13]. The final reference base contained 216 records after
identifiable preprint and published versions of the same work were merged. Claims described as
established were grounded in peer-reviewed research. Preprints were retained mainly for rapidly
changing areas, particularly agentic IDEs and MCP security, where the publication record remains
immature. Standards and benchmarks supplied control definitions, while technical disclosures
documented concrete attack paths in products. Vendor disclosures served this narrower purpose
and were not given the same evidentiary weight as replicated academic findings.

Table 1: Review Questions And Synthesis Logic

RQ Question Primary evidence

RQ1 Which vulnerability types occur in Al-generated CWE-grounded experiments, repository mining,
code? SAST and dynamic testing.
Which model, prompt, language, and task factors Cross-model benchmarks, prompt studies,

RQ2 . . :
affect security? ablations, secure tuning.

RQ3 How do developer trust and workflow affect Controlled user studies, field studies, surveys,
realized risk? interaction analyses.

RQ4 Can LLMs improve vulnerability detection and Detection, localization, explanation, patching,
repair? validation studies.

RQS What changes in Cursor-like and agentic Prompt-injection studies, agent benchmarks, MCP
environments? research, disclosures.

RQ6 Which mitigations are supported by evidence? Secure generation, SAST/SCA, sandboxing, privilege

control, governance.

Studies were eligible when they examined code generation, Al-assisted programming,
vulnerability detection or repair, developer interaction with coding assistants, agent security, or
a software-security control relevant to these environments. We excluded duplicates, unsupported
opinion pieces, generic LLM-safety studies without a transferable mechanism, and work in which
ChatGPT was used only to edit prose. Quality appraisal considered the clarity of the research
questions but did not stop there. We also examined whether prompts and model versions were
reported well enough for reproduction, whether the tests and vulnerability or security oracles
supported the stated claims, and whether sampling leakage was controlled. Repository realism,
nondeterminism, and the alignment between evaluation design and security conclusion were
considered as well.
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Reporting a single insecurity rate would obscure rather than summarize this literature. The
studies differ in task, model, temperature, programming language, vulnerability definition, and
outcome measure; those differences are part of the evidence, not incidental noise. We therefore
used narrative and taxonomic synthesis. Recurring mechanisms were traced across studies,
claims were interpreted in relation to their designs, and findings that remain preliminary or
disputed were kept separate from the more stable conclusions.

4. Evidence Landscape

4.1 Generated-Code Security

Across the empirical literature, code that compiles and appears syntactically correct cannot be
assumed to be secure. Evaluations have used CWE scenarios, natural-language programming
tasks, GitHub-mined code, web-development exercises, Python and C/C++ problems, smart
contracts, and language-specific security suites [35]-[50]. The reported rates vary, as do prompts,
model snapshots, sampling parameters, libraries, and security oracles. Even with this
methodological diversity, the same families of weakness continue to surface: injection, unsafe
resource management, file and path errors, misuse of cryptography, weak authentication, missing
authorization, insecure defaults, and inadequate error handling. The variation is therefore
meaningful, but it does not erase the recurrence of these underlying defects.

Higher model capability creates an awkward security tradeoff. Output may be more functional
and more persuasive at the same time, making unsafe code less likely to attract suspicion during
a quick review. Capability alone is therefore not evidence of safety. Securityoriented prompting
and instruction tuning can reduce particular weakness classes, but reliable generalization has not
been demonstrated [52]-[55]. Benchmarks such as SecurityEval, CodeLMSec, FormAl-v2, SALLM,
and CyberSecEval improve repeatability. Their results still need careful interpretation because
contamination, synthetic tasks, changing hosted models, and inconsistent CWE labels can affect
the reported scores [41]-[45], [181].

4.2 Detection, Review, and Repair

Repository-scale analysis depends on information that an isolated snippet seldom provides.
Reliable judgments may require interprocedural flows, call graphs, configuration, build context,
environmental assumptions, and business rules. In this setting, LLMs can interpret warnings,
prioritize suspicious code, draft candidate tests, and propose repairs. Their strengths and failures
differ from those of static analysis. Language models can reason about intent and describe
complex behavior, whereas static analyzers provide deterministic coverage, explicit data-flow
reasoning, and auditable rules [72]-[97]. Deep-learning baselines and earlier automated-repair
methods remain necessary comparators; without them, it is difficult to tell whether an LLM adds
a new capability or merely replaces one imperfect predictor with another [99]-[105].

Execution feedback, validation, constrained decoding, and multiple input sources can improve
a candidate repair, but they do not make it reliable. Three problems recur in the literature: the
patch may fail to compile, address a symptom without correcting the cause, or change intended
behavior while introducing another weakness. On the available evidence, unsupervised repair
cannot be justified across arbitrary repositories [51]-[71].

4.3 Human and Organizational Evidence

Security outcomes in Al-assisted development depend as much on the user as on the model.
Controlled studies disagree about the magnitude, and sometimes even the direction, of this effect.
They nevertheless return to the same factors: expertise, task familiarity, confidence, explanation

28 Journal of Sustainable Smart Systems in Education & Environment (JSSSEE) — Open Access, Peer Reviewed



& JSSSEE

Journal of Sustainable Smart Systems
in Education & Environment

quality, and review behavior [37]-[39]. Developers also move between exploratory use and rapid
acceleration, while novices may accept an implementation they cannot explain independently
[168]-[177]. Productivity can therefore improve even as assurance weakens, particularly when
generation outpaces review [170]-[178].

Accountability ultimately remains with the human committer. That principle has little
practical value, however, unless the committer has enough time, suitable validation tools, and the
security knowledge needed to examine the change. Automation bias is particularly likely when an
answer is polished, uses a familiar library, or contains reassuring comments. Compilation, passing
unit tests, and provider-side filters can all encourage confidence, but none constitutes a security
review. A workable process must therefore state clearly who is responsible for which decision
and what evidence is required before acceptance.

Table 2: Representative Empirical Findings

Evidence line Representative studies Synthesis
Insecure Pearce et al. [35]; Khoury et al. [36]; Plausible code repeatedly contains established CWE
generation Toth et al. [44] classes; rates depend strongly on task and prompt.

Al assistance changes speed, confidence, and review
behavior; realized risk is not determined by model
output alone.

Perry et al. [38]; Sandoval et al. [39];

Human reliance Barke et al. [168]

Secure He and Vechev [52]; He et al. [53]; Security instructions and tuning reduce selected
prompting/tuning | Tony etal. [54] flaws but are brittle and incomplete.

Useful for triage and candidate patches, but
performance degrades on repository-scale and
semantic defects.

Pearce et al. [51]; Fang et al. [75]; Ding

Detection/repair etal. [83]

Training/context poisoning and package
hallucinations can convert assistance into a supply-
chain channel.

Poisoning/supply Schuster et al. [107]; Aghakhani et al.
chain [108]; Spracklen et al. [112]

Repository context and tools enable indirect
injection to become cross-file modification or
command execution.

Liu et al. [130]; Storek et al. [131];

Agentic execution Huang etal. [133]

4.4 Cross-Language, Framework, and Task Heterogeneity

Even with the same model family, the security of a program differs depending on the
programming language. A summary score fails to differentiate between the failure surfaces and
safety default of C, C++, Java and Python. In non-memory-safe languages, a reasonable completion
might contradict unexpressed constraints on bounds, lifetimes or integer behavior. Managed
languages don't suffer from some of those risks, but do give more weight to injection,
authorisation, unsafe deserialisation, framework configuration and dependency selection.
Furthermore, models can suggest out-of-date APIs when new safer language features are
available [205].

Repository context may make suggestions more relevant of suggestions, but it can also
introduce obsolete examples, unsafe conventions, and attacker-controlled artifacts. Framework
conventions add further variation. A SQL query that is safe within one data-access layer may be
dangerous in another. Similarly, an authentication fragment may hash passwords correctly but
omit the session rotation required by its framework. Syntactically valid cloud deployment code
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may still violate an organization’s IAM policy. A function signature alone does not reveal many
production security obligations from a function signature.

Security findings are more informative when stratified by task, privilege, data sensitivity, and
attacker interaction. Task complexity also changes the meaning of a security result. Small
algorithmic exercises primarily assess functional completion and expose only a narrow range of
input-validation defects. Web applications, identity workflows, cryptographic code, parsers, and
infrastructure-as-code instead depend on negative requirements and environmental
assumptions. High HumanEval-like performance provides little evidence about tenant isolation,
race conditions, confused-deputy behavior, or deployment policy.

This qualification is particularly important for commercial assistants because their underlying
models, filters, and retrieval policies may change without an archival identifier. The current
evidence does not support a stable ranking of models. Performance varies with model version,
sampling settings, system prompts, context length, retrieved material, and security instructions.
A measurement from one hosted snapshot therefore characterizes a configured system at a
particular time, not a durable property of its brand.

4.5 Iterative Refinement and Security Drift

Successive refinement does not necessarily make code safer. Requests for additional features,
refactoring, performance improvements, and fixed tests and explanations change the
implementation and the context for the next turn. A subsequent request may have different goals,
and sneakily strip away a previous security invariant. Apparently constructive improvement
prompts have been found by Shukla et al. [192] to improve critical findings. Each refinement
should therefore be considered as a new change that affects security, not as an improvement in
monotonic fashion.

If changes are not verified then a secure first answer indicates little about the security of the
final artifact. There are three reasons for this drift. Objective substitution can first be used in such
a way that the newest instruction which replaces the original control, be it in terms of speed or
brevity, can take the place of a control that was only implicit. Second, it may forget to fill in
requirements that had been set up previously in a lengthy conversation. Third, the use of patch
layering will help to make sure that each change is assessed on its own merits rather than as part
of the broader landscape. In that model, a cache might not require authorization, the revised
error-handling could leak a secret, or a convenience wrapper could reintroduce unsafe string
construction.

Thus, iterative workflows demand deterministic tests, exploit reproduction, tests based on
explicit properties and a change-aware review after every material transformation. This problem
does not go away if students do their own self review and can worsen the issue. While it is useful
to get a model to give feedback on its own products to fix minor flaws, it is not independent
evidence since the model is trained against the biases and blind spots, and may lack context. A
second model might introduce more variations in the errors, but even then, if the models agree,
this is not a security oracle.

An assistant can aid in converting security requirements into tests, schemata, policy files and
review checklists. The enforcement, however, should not be based on the model having to
remember those requirements from a previous exchange. Every change set should be judged
individually in terms of the same durable artifacts. They capture security invariants in a way that
they persist when conversation context is truncated/displaced.
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4.6 From Controlled Prompts to Repositories and Production Code

Controlled benchmarks are unable to capture all of the conditions in which real incidents
occur. Production environments encompass legacy code, undocumented assumptions, mixed-
trust inputs, dependency graphs, secrets and time pressure. For causal comparison, simplifying is
needed but it reduces ecological validity. The assistant at repository scale should be able to reason
across files and configuration, and the vulnerability can be introduced by the user or by the model
[79, 208].

The importance of ecological validity is that a small error rate at the local level can create a
significant operational issue. A small number of defects per line may result in significant overall
damage if the same pattern of defects are repeated in multiple projects. Scientists have started to
compare contributions to production repositories by Al with contributions by humans, and
attribution is hard. The code that is generated is often modified, authorship is not always easy,
and reporting procedures are not consistent. Initial evidence at scale indicates that defects that
stem from artificial intelligence can either be found in the repository or not, depending on the
review depth and subsequent human modification [207].

Depth should be reviewed after security impact, not label of a file. Infrastructure definitions,
automation artifacts and generated tests, in addition to application source, should be used for
analysis in production studies. If the test is also based on the same misconception as the
implementation, it can lead to false sense of security. In similar fashion, regular application tests
can detect no security impact in the case of an agent modifying a CI workflow, container file,
Terraform policy or dependency manifest.

4.7 Reading Conflicting Results Correctly

Some findings that appear contradictory address different questions. Static analyzers count
rule violations rather than demonstrated exploitability. User studies evaluate the human-model
pair, not the model alone. Secure-generation benchmarks cover selected CWE scenarios, while
repository studies operate with incomplete and uneven context. Once the oracle, unit of analysis,
and study setting are made explicit, a reduction in warnings can coexist with an increase in
exploitable behavior because the measures describe different constructs.

Functionality and security belong in the same report, but not in the same outcome measure. A
warning is not a confirmed weakness, and a confirmed weakness is not necessarily an exploit.
Large-scale evidence shows that passing unit tests and scoring well on functional benchmarks do
not imply a low density of security defects [206]. The strongest evaluations bring together
independent forms of evidence: compilation and functional testing, vulnerability-specific
exploitation attempts, static and dynamic analysis, and expert confirmation of the root cause.

We deliberately avoid pooled claims such as "LLMs are insecure X percent of the time." Such a
percentage would combine incompatible prompts, models, languages, sample sizes, and
definitions. A more defensible conclusion concerns mechanism: current systems repeatedly
generate familiar weakness classes, while the observed frequency changes with the task,
language, prompt, model version, and verification process. When agentic permissions are added,
some of those model errors cease to be suggestions and become system actions, substantially
increasing their potential impact.
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Evidence type

Primary strength

Typical limitation

Appropriate claim

CWE prompt suites

Controlled comparison and
repeatability.

Synthetic context; limited
business logic.

The configured model can
generate selected weakness
classes.

Static-analysis

Scalable measurement

False positives/negatives;

Outputs trigger specified
security rules at a measured

experiments

Al outcomes.

task effects.

studies across many samples. weak exploit evidence. rate
. . . . A concrete generated behavior
Dynamic/exploit Demonstrates runtime Expensive; narrower . :
. is exploitable under stated
studies consequence. coverage. .
assumptions.

. . Assistance changes behavior

Developer Measures realized human- | Small samples; learning and 5 !

confidence, or security
performance in that setting.

Repository studies

Captures cross-file and

Attribution and ground truth

Performance differs from
snippets under realistic

ecosystem context. are difficult.

dependencies and history.

Exercises tools,
permissions, and attack

A configured agent can convert

Agent red-team . .
gentred-tea untrusted influence into an

Fast product drift; testbed

studies paths. dependence. effectful action.
Technical Early evidence of concrete | May lack replication or 2?:2231{ path was feasible in
disclosures product flaws. population estimates.

version/configuration.

5. Taxonomy Of Security Vulnerabilities In Ai-Generated Code

5.1 Injection and Improper Input Handling

Security instructions can drive a model towards parameterized APIs and encoding relevant to
the context in which it operates, but it is not always compliant, and it must be verified by a human.
The types of injections are familiar: SQL, command, cross-site scripting, template, and LDAP
injection, in addition to unsafe shell construction. In many instances, the model correctly meets
the functional request, but it interpolates or concatenates untrusted data into a query, command
or HTML response. The mechanism is nothing new and not unique to LLMs. Itis a tried and trusted
trust-boundary violation re-imagined by a new development process.

5.2 Memory, Type, and Resource Safety

C and C++ completions might involve unchecked buffers, integer truncation, use after free,
absence of length checks, or error paths that leak resources. It's easy to miss these defects as a
snippet may appear to be syntactically correct but may be wrong in some assumption it is making
in its calling context. However, in a controlled study on low-level programming, Sandoval et al.
did not see a significant overall increase in critical bugs when using Al assistance [39]. The result
does not reflect general safety - it indicates the degree to which the outcome is dependent upon
the design of the task and the skill of the user.

5.3 Authentication, Authorization, and Session Management

An authentication implementation might seem complete, yet they may fail to include rate
limits, appropriate password-hashing parameters, session rotation, authorization checks, secure
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cookie attributes, tenant boundaries, etc. While security requirements tend to be negative and
nonlocal (code must not do something that was never asked for), functional prompts emphasize
the successful path. Snippet benchmarks capture this form of business-logic authorization poorly,
leaving an important gap in current evaluation design.

5.4 Cryptography, Randomness, and Secret Handling

Automated secret scanning is only helpful if it's scanning all the artifacts that are being
generated as opposed to only scanning code that is already targeted for production. Familiar
cryptographic mistakes are found from one model to the next such as the use of obsolete
algorithms, hardcoded keys, certificate verification disabled, and predictable randomness. That's
understandable, as it is common that the deprecated APIs are found in training data and in well-
established security examples. API keys, tokens, and passwords are examples of credentials that
can be generated and subsequently stored in caches, logs, or version control systems, effectively
generating a supply-chain issue if a credential is accidentally generated locally.

5.5 File, Path, Serialization, and Deserialization

Giving an agent access to files will only “blow up” a seemingly innocuous path handling
mistake. Natural-language instructions could result in path traversal, unsafe archive extraction,
too much permissions, insecure temporary files, untrusted deserialization or pickle loading in
code or configuration. Exploitability is influenced by the layout of the file systems, the boundaries
of the containers and runtime privileges. Those conditions and the impact of them are seldom
captured by a snippet-level test.

5.6 Dependency and Software-Supply-Chain Risk

A model may recommend a package that does not exist, has been abandoned, contains a known
vulnerability, or closely resembles a typosquatted dependency. Unlike a code-level CWE, this
weakness enters through dependency selection and therefore belongs to the software supply
chain. Hallucinated dependencies have been reported across models and programming
languages. The risk becomes markedly greater when an agent is permitted to install the suggested
package without an independent check.

5.7 Logic, Configuration, and Insecure Defaults

Logic flaws remain difficult for both static analysis and model self-review. Missing invariants,
races, confused-deputy behavior, unsafe defaults, and fail-open or information-revealing error
paths require an understanding of program intent that current benchmarks represent only
weakly. These defects can therefore survive two apparently different checks: a rule-based
analyzer may lack the relevant semantic model, while the generating model may repeat the same
mistaken assumptions during self-correction.
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Category

Typical weaknesses

Why assistants fail

Required verification

Input and injection

SQL/0S/XSS/template injection,
missing validation

Prompt emphasizes
functionality; trust
boundary is implicit.

Parameterized APIs,
taint/data-flow analysis,
adversarial tests.

Memory/resource
safety

Bounds, integer, lifetime, race,
cleanup errors

Local completion lacks
whole-program invariants.

Compiler hardening,
sanitizers, static analysis,
fuzzing.

Identity and access

Weak auth, missing
authorization, session errors

Negative security
requirements are
underspecified.

Threat model, access-
control tests, policy-as-
code.

Crypto and secrets

Weak algorithms, bad
randomness, hard-coded secrets

Models imitate examples
and optimize plausibility.

Approved libraries, secret
scanning, crypto review.

Files and
serialization

Traversal, unsafe
extraction/deserialization,
permissions

Path and object trust is
context dependent.

Sandbox, allowlists,
canonicalization and
format tests.

Hallucinated /typosquatted

Model predicts plausible

Registry verification,

cloud/IAM exposure

deployment context.

Dependencies . names, not repository lockfiles, SCA, signed
packages, vulnerable versions
truth. provenance.
Policy bypass, unsafe defaults Requires system intent and Architecture review,
Logic/configuration Y DYpass, ’ q y integration tests, laC

scanning.

6. The Human Factor: Trust, Automation Bias, And Review Debt

When you review something for a second time, you're not as unfamiliar with it. While a familiar
pattern can be followed rapidly, less rapidly and less reliably in an unfamiliar domain, even when
a suggestion seems plausible. Al pair-programming paradigm moves the cognitive effort from
building an implementation to assessing an implementation that has been proposed. The studies
relate acceptance of insecure suggestions to the combination of expertise and task familiarity, and
not to either one of these factors alone [37]-[39], [168]-[177].

There are three reinforcing mechanisms. Fluency of language is often confused for competence
and leads to authority bias. The apparent authority may mask the user's uncertainty and result in
confidence bias, when the system provides a single answer to a user without even suggesting
alternatives. A user can then just accept the suggestion and not have to rebuild a complicated
operation from the documentation. All three factors, apparent expertise, less uncertainty, and less
effort, mean that verification is less likely.

When it grows faster than the amount of evidence to support it, review debt accumulates. Five
accepted completions, for example, could add five distinct security choices to a single diff, all of
which might not be given the same level of consideration as a handwritten change of comparable
complexity. According to the literature, this imbalance is one of the principal ways in which an Al
assistant can undermine security [170]-[178] and not simply the possibility of an insecure
suggestion.

Not that developers take Al-generated code wholesale. Rather, security results are a function
of the interface of expert and task design. The outcomes are far from consistent and some research
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has shown that expert developers are able to identify aspects of the model that novices cannot.
Automation bias is increased by time pressure and can be decreased by the need to justify a
security decision to accept it before using it.

6.1 Expertise, Calibration, and the Recognition Problem

Experience provides but partial and not uniform protection. If the developer has a solid mental
model, he/she can quickly evaluate a well-known suggestion, but this might not be the case in a
large-scale repository or if the security impact extends across components. Writing secure code
takes one kind of judgment while spotting a tricky detail in an apparently viable solution takes
another. Even a developer that could create a secure solution from scratch can miss a defect in the
code that is generated.

The one practical issue that is a problem for the individual is calibration - confidence must
reflect functional correctness and security. An assistant can look well calibrated when it's just
doing its job, and poorly calibrated when it reveals itself to be faulty under an adverse
circumstance. Expertise can only help the developer to adjust the confidence to this hidden
uncertainty, and only then does it improve outcomes. Interventions should consequently not be
limited to trust or distrust but to whether or not confidence is justified through independent
security evidence.

6.2 Security Salience and Prompt Framing

The typical scenario for a developer is to talk to an assistant with a functional goal in mind, not
with a complete security specification. The model answers the question asked and omitted
safeguards which are not explicitly set out by either party. Selected weakness classes can be
reduced by concrete security instructions, but these are influenced by the position and order of
the instructions given and which ones are stated [37]-[39]. A little prompting can help, but it can't
substitute for an unidentified threat boundary by the developer.

Remind them to improve promptly, but it's not enough. The term “secure code” could mean a
security approach is effective against one type of attack but not another, since no threat model is
provided that establishes the boundaries. The developer will be required to specify the desired
security attributes, and the model will have to take those directives on all applicable code
sequences.

6.3 Review Debt, Change Amplification, and Team Throughput

Now, code can be generated quicker than a developer can comprehend it. Production outpaces
review and unverified decisions on security remain dormant until an incident occurs. This is not
just run-of-the-mill technical debt. The software can operate as intended, but the team's limited
knowledge of the software's assumptions can cause complications in debugging, modifying, and
incident response.

The number of adoptions should be weighed on the finite review capacity. This is proposed by
several authors as three indicators: generated lines/reviewed lines, average review depth per
change, and interval between generation and independent security check [170]-[178]. Each one
focuses on a different aspect of the issue. When viewed as a whole, they indicate if the adoption is
proceeding at a pace that is faster than the team can develop a credible assurance.

The study by Kozak et al. targets insecure behavior when performing an autonomous task and
not one-shot completion. They report that their preliminary findings show that agents are more
likely to engage in unsafe behaviors than completion-only assessments show. The finding should
be interpreted with caution as the sample size is small and all tasks are from one environment.
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The primary importance is to reveal a limit of scope of evaluation, not to determine a population
rate.

6.4 Team, Educational, and Open-Source Externalities

Al assistance transforms work while boosting its pace. Faster generation for authors, bulkier
and more diverse changes for reviewers to validate. The distribution of effort is structurally
unequal since review is less visible and less rewarded than authorship. This imbalance results in
a security risk prior to any given suggestion being evaluated.

Available evidence suggests that structured disclosure increases reviewer vigilance without
imposing prohibitive overhead [175], [178]. This imbalance may therefore be reduced by
identifying substantial Al assistance, documenting a concise threat rationale for each accepted
change, and, where practical, reviewing generated segments separately from human-authored
ones.

Before being allowed to use generation for original work, students should be required to find
and fix errors in generated code, several authors have argued [102], [104]. Immediate
explanations and examples are available through assistants, but surface patterns may be
internalized by students without the analytical skills needed to evaluate those patterns.

Table 5: Conditions That Moderate Human-Ai Security Risk

Condition Lower-risk configuration Higher-risk configuration
Can explain the code and generate adversarial | Cannot recognize insecure APIs or missing
User knowledge .
tests. requirements.
. Security properties and misuse cases are . .
Task framing explicit Only functional output or speed is requested.
Change size Small, reviewable diff with narrow scope. Rep051t9ry-w1de edits or unrelated
refactoring.
Evidence Independent tests, scanners, exploit checks, Model self-review or passing happy-path
and review. tests only.
Provenance, exact changes, and permission Fluent answer and one-click acceptance
Interface - -
effects are visible. obscure uncertainty.
o Security gates and reviewer capacity scale Output volume increases while assurance
Organization - . e
with generation. capacity is fixed.
Accountability Named owner can justify and roll back the Responsibility is diffused to the model or
change. vendor.

7. The Positive Edge: Ai For Security Detection, Repair, And Education

7.1 Vulnerability Detection and Explanation

Developer-facing explanations of scanner findings, suggested data flows, and exploitability-
ranked warnings are capabilities LLMs offer. Detection accuracy is best supported for known
vulnerability patterns in curated datasets [72]-[97]; how well LLMs perform on zero-day patterns
and repository-scale code is still open. The most immediately useful capability, in our view, is
explanation, because it lowers the expertise threshold for acting on static-analysis results.
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Related research on ML-assisted malware analysis suggests that security models can be made
both accurate and computationally economical. Farfoura et al. demonstrated -effective
classification with a sharply reduced feature set [219], while HFDNet extended this line of work
through a lightweight visual architecture based on harmonic feature decomposition [220].

7.2 Vulnerability Repair

No reviewed method consistently produces dependable patches without external validation.
A reliable repair workflow must subject model-generated changes to compilation, testing, exploit
reproduction, and renewed static analysis. Constrained decoding can reduce unintended changes
by limiting the scope of a repair. It does not establish that the resulting program is semantically
correct [51]-[71].

7.3 Secure Coding Education

Assistants can explain secure APIs, generate counterexamples, and tailor examples to a
learner's level. For novices, this provides quick access to security-relevant patterns that might
otherwise require an extensive documentation search. That immediacy is also a source of risk. A
learner may reuse the generated pattern in another context without recognizing the assumptions
that made it safe in the original one.

7.4 Threat Modeling and Test Generation

LLMs can shorten the early work of brainstorming abuse cases and translating requirements
into test templates. Their threat models are less dependable when negative requirements or
unusual edge cases matter, because those are precisely the points a security engineer is likely to
probe and a model may omit. Preliminary evidence therefore supports using an LLM-generated
threat model as working material for a structured threat-modeling session, not as a replacement
for that session [104], [105].

7.5 Hybrid Security Analysis Workflows

Connecting security tools rather than replacing them is the most credible positive use case.
Ingesting a static-analysis report, filtering false positives against project context, proposing a fix,
invoking a test runner, and presenting a validated change for human approval is a workflow an
LLM can support. The determinism of static analysis is preserved while the manual effort of triage
and initial repair is reduced.

Tool independence should be preserved in hybrid systems. Suppressing a finding or bypassing
a control must not be allowed for the LLM. Architectures in which the model proposes and
deterministic tools verify, rather than architectures in which the model both proposes and judges,
are supported by the reviewed evidence [72]-[97].

7.6 Security-Aware Retrieval and Controlled Generation

Secure code generation can be improved by retrieving approved patterns, vulnerability root
causes, and organization-specific secure coding guidelines into the prompt. Retrieval-augmented
generation has shown measurable improvements in reducing insecure patterns when the
retrieval corpus is curated and current [110], [111]. The quality of retrieved context directly
affects output security.

Retrieval is also an attack surface. A knowledge base that contains insecure examples, stale
fixes, or adversarially planted patterns will degrade output security. The curation and
maintenance of retrieval corpora should follow the same governance as other development
dependencies.
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7.7 Secure Tuning, Co-Decoding, and Prompt Optimization

Fine-tuning on vulnerability fixes, instruction tuning, constrained decoding, co-decoding, and
prompt optimization have each shown reductions in specific weakness classes. The
improvements are generally narrow: a method that reduces SQL injection may have no effect on
cryptographic misuse. We regard constrained decoding as the most promising because it operates
at inference time and can be combined with other controls, but it requires a well-defined
specification to constrain against [52]-[55].

A high aggregate "secure generation rate" describes performance only within the conditions
of the benchmark. Adversarial evaluation shows that a strong aggregate score does not prevent
vulnerable output after adversarial prompting, distribution shift, or repeated interaction.
Robustness to these conditions is a separate, stricter requirement that most current benchmarks
do not measure [181].

7.8 Security Operations and Organizational Learning

LLMs can help incident response by summarizing vulnerable changes, locating similar
patterns, generating rollback commands, and drafting disclosure text. Pilot studies in security
operations report faster triage, but these findings are based on internal evaluations lacking
independent replication and should be considered preliminary.

8. THE CURSOR ERA: AGENTIC IDEs AND A NEW ORCHESTRATION
ATTACK SURFACE

Cursor-like editors, Copilot agent modes, Claude Code, Codex CLI, and MCP-enabled tools differ
from completion assistants in three respects: they plan multi-step sequences, they invoke tools
with real side effects, and they operate with varying degrees of human approval. This section
examines the new attack surface created by these capabilities. Most of the evidence comes from
preprints and technical disclosures, because the peer-reviewed record for agentic development
environments is still forming [221], [222].

Untrusted / mixed inputs Al control plane Privileged execution plane

User prompt —
T Context builder / RAG

i
i
1
i
i
i
! File write / Git
1
i
i
i
!
i
i
i

Repository files ~ Terminal / build

Code LLM

Issues, docs, web
and tool output
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Primary attack path: hidden instruction -> retrieved context -> madel decision -> privileged tool action

Figure 2: Trust boundaries and primary indirect-prompt-injection path in a repository-aware, tool-
using coding agent.
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8.1 Indirect Prompt Injection and Context Poisoning

Indirect prompt injection places an instruction inside material that the model is supposed to
analyze rather than obey. In a repository-aware assistant, the carrier can be a README, a
comment, a test name, a dependency description, or an MCP tool schema. The model cannot
reliably distinguish instructions from data in its input, so any untrusted content that enters the
context window becomes a potential instruction source.

8.2 Rules, Memories, and Persistence

Agentic editors often support project rules, persistent memories, skills, or instruction files.
These mechanisms improve consistency across sessions, but they also create persistence for
injected instructions. A rule written by an attacker survives session boundaries and affects every
subsequent generation. The persistence model of agentic tools therefore requires the same trust
assumptions as other long-lived configuration.

8.3 Terminal and Tool Abuse

Frequent approvals can turn into a security problem on their own. One user who is granted
permission to perform routine functions on a day-to-day basis might end up granting permission
to an illegitimate command without paying attention to it. Shell access means the consequences
are instantaneous: One click can lead to a compromised suggestion, credential theft, file
exfiltration, dependency manipulation, reverse-shell creation or an environment change.

8.4 MCP and Plugin Supply Chains

A protocol and descriptive schemas are used to separate models from tools in MCP. The modularity also
exposes a software supply-chain attack surface: a malicious or compromised MCP server might return false
data, execute unwanted actions, or include instructions in the description of the tools it provides. There is
no published study that has considered MCP in production codebases. It does have, however, elements of
tool integration architectures with less successful outcomes in other areas [223].

8.5 Cross-File and Cross-Origin Propagation

The impact of the context poisoning can only become apparent after multiple seemingly valid
context changes across files or session. There is no need for an explicit request for malware. Just
a single message to import, adjust a threshold, or tinker with the configuration can propel the
system in the direction of the poisoned state.

8.6 Approval Spoofing and Permission Amplification

The system is only secure with human approval if it is informed. Its worth hinges on the
interface's content and user's time to look at the operation. A natural-language description may
obscure implications which would be apparent to the user in the actual command and the user
might consent to something other than they would otherwise have consented to. Approval
spoofing is a direct demonstration that provides a good explanation that appears benign but is
followed by a malicious command [121], [125].
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Table 6: Agentic Development Threat Taxonomy

Threat class

Attack carrier

Potential effect

Control priority

Indirect prompt

README, comment,
issue, web page, tool

Model follows attacker
instruction instead of user

Separate instructions/data;
mark provenance; adversarial

injection output intent. evaluation.

Context/RAG Malicious or strategically | Poisoned retrieval steers edits Tru§ted indexes, sc.opgd
L . . ) retrieval, content signing,

poisoning placed repository artifact | or suppresses warnings.

anomaly checks.

Persistent rule

Project rules, memories,

Cross-session or cross-user

Review and sign control files;
protected paths; reset

propagation

workflows, hooks

future trusted context.

poisoning skills, dotfiles behavioral persistence. visibility.
Tool/terminal Shell, build tool, browser, | RCE, secret theft, persistence, g:n;lll)) i(l)i)’(c‘iiloev;hlsiz?td hich-
abuse Git, cloud API destructive changes. cap » &XD g
impact approval.
MCP/plugin suppl Tool descriptions. server Tool squatting, rug pull, Identity, pinning, least
. piug pply p ! confused deputy, data privilege, audit logs, egress
chain update, package . . .
exfiltration. policy.
Long diff, bundled Nominal human consent Action decomposition, exact
Approval . . - . . .
. . command, misleading without informed command/diff preview, two-
manipulation .
summary understanding. person rule.
. Protected files, provenance
Cross-file Generated helpers, tests, | Weakness spreads and becomes

graph, rollback and repository
scanning.

8.7 An End-to-End Agentic Exploit Chain

A transformation chain is a useful mental model for agentic risk. First, the attacker embeds a
payload in a context source that the agent will ingest. Next, the agent reads the payload, treats it
as an instruction, converts it into a tool call, and runs that call under the user's authority. Each
transition—ingestion, interpretation, tool-call formation, and execution—is a point where a
control can intervene: input filtering, instruction-data separation within the model, tool-call
validation, and execution sandboxing, respectively.

The full exploit path is not covered by any single control. Semantically encoded payloads defeat
input filtering. Because the model cannot deterministically distinguish instruction from data,
model-level instruction-data separation is unreliable. Knowing the expected call—which depends
on the original intent—is required for tool-call validation. A defense-in-depth strategy with
controls at every stage of the chain is therefore necessary.
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An exploit succeeds when attacker influence survives every transformation and reaches an effectful capability.

Figure 3: Agentic coding exploit chain and the corresponding control opportunity at each
transformation stage.

8.8 Pull-Request, Issue, and CI/CD Agents

A particularly dangerous trust inversion is created by repository automation. Content the
agent reads but the developer rarely inspects includes pull-request descriptions, issue comments,
and CI logs. Instructions that the agent acts on with the developer's authority, without the
developer's knowledge, can be injected by an attacker who controls any of these channels.

That prompt injection can reach agentic workflows through issue titles and comments is
demonstrated by Gitlnject, which evaluates attacks in live, ephemeral repositories [121]. No
special access to the developer's machine is required; the agent's automatic ingestion of
repository events is what the attack exploits.

Large-scale analysis of agentic GitHub workflows identifies two important patterns. Prompt-
to-agent injection through issue and PR content is the most common attack vector, and the success
rate increases with the agent's autonomy. Agents that auto-approve their own changes are
significantly more vulnerable than those that require explicit confirmation.

Defensive workflow design should separate untrusted-event ingestion from privileged
execution. Read-only analysis of issues and comments can proceed without restriction; write
operations triggered by that analysis should require independent confirmation through a channel
the attacker does not control.

8.9 Agent Data Injection and Semantic Trust Confusion

Not every attack needs an explicit instruction such as "ignore previous rules." Agent data
injection demonstrates that carefully crafted data records can manipulate an agent's tool calls
without containing any imperative language. The injection is purely in the data layer, which
bypasses content filters that look for instruction patterns.

Recent evidence demonstrates that data-style injections can trigger arbitrary navigation, code
execution, and data exfiltration in web-browsing agents [147]. The attacks work because the
agent treats retrieved content as factual context for decision-making, and a sufficiently crafted
page can redirect that decision-making toward attacker-specified goals.

Contextual manipulation also challenges the assumption that separating "instructions" from
"data" is sufficient for defense. When an agent reasons over data, the data itself becomes part of
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the decision process. An attacker who controls the data can influence the decision without ever
issuing an instruction.

8.10 Retrieval-Optimized and Query-Agnostic Injection

A hidden payload has no effect if it is never retrieved. Earlier demonstrations sometimes
assumed that an attacker could place content directly in the agent's prompt. In practice, the
payload must first survive ingestion into a retrieval index, then be selected by the retrieval
algorithm for a relevant query. Query-agnostic injection, which increases the probability of
retrieval regardless of the query, addresses this constraint.

Coding-agent attacks are also becoming less dependent on a specific user request. QueryIPI
uses persistent perturbations in repository files that are triggered regardless of the developer's
task. This means that the attacker does not need to predict what the developer will ask; the
payload activates whenever the agent retrieves context from the compromised file.

The evaluation bar is further raised by automated attack optimization. Successful injections
can be generated by black-box methods adapted to agentic settings without access to model
weights or system prompts. A defense evaluated only against hand-crafted attacks may
significantly overstate its robustness given that these methods exist.

8.11 Attribution, Dynamic Benchmarks, and Residual Risk

Whether an unsafe tool call is causally driven by untrusted input is what attribution-based
defenses attempt to determine. Controlled-setting results are promising, but the approach
depends on the model's internal representations—which may not be accessible for proprietary
systems—and the adversarial adaptability of attribution methods has not been thoroughly
evaluated.

Static benchmarks miss an important property that AgentDyn exposes: in real tasks, benign
and malicious third-party content coexist, and the agent must separate them while operating.
[solating attack scenarios from normal operation, as most benchmarks do, may not capture this
coexistence.

No available defense makes it safe to treat arbitrary repository or web content as trusted input
for a privileged agent. Assuming that any untrusted content entering the context window may
carry an instruction, and designing controls that limit the consequences of that assumption, is the
pragmatic stance we recommend.

9. Are These New Vulnerability Classes?

At the code layer, these are generally not new vulnerability classes. SQL injection remains SQL
injection whether written by a person or a model, and the same applies to hard-coded credentials.
The vulnerability itself is unchanged; Al alters the production mechanism and may increase the
scale at which the pattern appears.

Existing classifications are less complete at the orchestration layer. Prompt injection has
effects similar to command injection, yet it works through semantic interpretation and is not
addressed by conventional input validation. Context poisoning targets retrieved model context
rather than application data flow, so it has no direct CWE counterpart. The underlying security
principles are familiar, but the classification must represent how they operate in an agentic
system.
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9.1 Familiar Weaknesses, New Production Dynamics

Familiar defects still dominate generated source code: injection, missing authorization, unsafe
memory handling, cryptographic misuse, and insecure defaults are all covered by CWE. Al
primarily changes their production and propagation. The same vulnerable pattern can be
generated independently in many projects, and correcting the model later does not remove
versions already committed to repositories.

Al changes the propagation and persistence of vulnerable patterns. A weakness prevalent in
training data may be reproduced independently across projects by different models. Moreover,
model-level corrections do not alter generations that have already been committed.

9.2 Orchestration-Layer Weaknesses

Orchestration is the distinct layer. The system decides which context to trust, how to interpret
it, which tools to call, and when human approval is needed. A weakness in this process cannot be
reduced to one defective line of generated code. It arises from the interaction between a model
designed to follow instructions and an environment that turns those instructions into actions.

These weaknesses remain connected to established security principles. Indirect prompt
injection crosses a trust boundary, permission amplification is a form of privilege escalation, and
approval spoofing reflects the confused-deputy problem. The purpose of a taxonomy is therefore
organizational. It places known principles in the operating context of agentic development
without claiming that the underlying failure modes are wholly new.

9.3 Criteria for Claiming a New Vulnerability Class

A weakness should be treated as a new agentic class only if three conditions hold. Its root cause
is not fully covered by an existing CWE entry; exploitation depends on orchestration behavior
rather than defective code alone; and mitigation requires controls beyond standard secure-coding
practice. These tests help prevent new terminology from disguising vulnerabilities that are
already well understood.

Model-generated SQL injection remains CWE-89. A repository comment that causes an agent
to exfiltrate secrets is different because the failure occurs when untrusted context is interpreted
as an instruction, not when a program statement is written incorrectly. No single CWE captures
that mechanism adequately. We therefore regard it as a plausible entry in an agentic weakness
enumeration.

9.4 Toward an Agentic Weakness Enumeration

The field needs a focused extension to CWE rather than a competing taxonomy. An agent-
specific entry should identify the violated trust assumption, the capability required for
exploitation, and the minimum preventive control. Because the attack surface is changing faster
than standards typically evolve, the enumeration should remain lightweight and readily revisable.

10. Evaluation: What Should “Secure” Mean?

10.1 Beyond Pass@k

A secure-code benchmark should assess three distinct properties: build success, functional
correctness, and security under an explicit threat model. Reporting pass@k or accuracy alone
merges functionality with safety and hides the conditions in which the model fails.
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10.2 Oracles and Ground Truth

No single oracle suffices. False positives and rule gaps affect static analyzers; only executed
paths are covered by dynamic tests; specific vulnerabilities are confirmed by exploit-based
evaluation, but absence of others is not guaranteed. Combining multiple oracles and reporting
agreement and disagreement among them yields the strongest evaluation.

10.3 Repository and Agent Benchmarks

Because hidden configuration, generated files, CI definitions, dependencies, and infrastructure artifacts
are all part of the attack surface for agentic systems, repository-scale benchmarks should include them. The
files that agents are most likely to modify are the very ones missed by benchmarks that evaluate only
application source code.

10.4 Adaptive Adversaries

Robustness is likely overstated by a defense evaluated only against a fixed set of strings.
Injection payloads can be optimized by adaptive adversaries using gradient-free methods, and
filters that were effective against hand-crafted inputs are often bypassed by the resulting attacks.
An adaptive component should therefore be included in evaluation.

10.5 Repeated Sampling, Variance, and Confidence Intervals

Because a code generator is stochastic, a single completion cannot characterize it and may hide
a wide distribution of outcomes. This variance is itself relevant to security. Evaluators should
sample multiple completions for each prompt and report the full distribution of security outcomes
rather than only the best or worst case.

When outcomes are widely distributed, a mean insecurity rate without a confidence interval
can mislead. Prompts, random seeds, model versions, and temperatures may all contribute
variation. Confidence intervals should therefore accompany the point estimate and reflect the
relevant sources of uncertainty.

10.6 Temporal Validity, Versioning, and Reproducibility

Hosted models change continually, which makes reproduction especially difficult. Evaluations
should record collection dates, model versions, API endpoints, system prompts, and every
available configuration identifier. These details are essential evidence, not administrative
metadata: without them, later researchers cannot reproduce a finding or determine whether two
studies tested comparable systems.

A first-class design consideration should be temporal replication. Rerunning a benchmark
monthly or quarterly with the same prompts and a fresh model snapshot produces a time series
that reveals whether security outcomes are stable, improving, or degrading. Almost no
longitudinal data of this kind exists in the reviewed literature.

10.7 Joint Security-Utility Metrics

A secure but non-functional output is not a successful generation; a functional output that is
insecure is not a safe one. Joint security-utility metrics should report both dimensions and their
trade-off. For repair, the unit should be a validated patch: the original exploit no longer works,
intended behavior is preserved, and no new weakness is introduced.

For repair, the unit should be a validated patch: the original exploit no longer works, intended
behavior is preserved, and no new weakness is introduced. Partial repairs that suppress a
symptom without removing the root cause should be reported separately.

44 Journal of Sustainable Smart Systems in Education & Environment (JSSSEE) — Open Access, Peer Reviewed



& JSSSEE

Journal of Sustainable Smart Systems
in Education & Environment

10.8 Agent and Workflow Metrics

Agentic systems need metrics beyond code findings. Relevant measures include unauthorized-
action rate, context-payload detection rate, approval-bypass success rate, and the agent's
compliance with stated capability boundaries. These metrics are specific to the orchestration
layer and are not covered by conventional secure-code benchmarks.

Comprehension, not merely clicks, is what approval metrics should capture. Whether users
notice a malicious action embedded in an approval request, and whether the approval interface
design affects detection rate, can be tested by researchers. That the approval step is not providing
meaningful safety is indicated by a high approval rate with low comprehension.

10.9 Minimum Reporting Checklist
Table 7: Minimum Reporting Checklist For Security Evaluation

Dimension Required disclosure
System identity Model and product version, date, mode, system policy, temperature, and decoding settings.
Prompt templates, repository state, retrieval corpus, trust labels, and context-window
Context -
handling.
Capabilities File, shell, network, browser, Git, MCP/plugin tools, credentials, and sandbox boundaries.
Language, framework, privilege, data sensitivity, source, contamination controls, and
Tasks
attacker model.
Sampling Number of scenarios and repetitions, seed handling, failures, and confidence intervals.
Oracles Compilation, tests, static/dynamic tools, exploit checks, manual review, and adjudication
process.
Outcomes Functionality, confirmed weaknesses, exploitability, severity, utility, and false-positive
analysis.
Agent traces Retrieved items, plans, tool calls, approvals, effects, persistence, and rollback behavior.
Artifacts Prompts, code, containers, rules, queries, logs, and scripts sufficient for replication.
N Hidden components, provider drift, unsupported generalizations, and evidence
Limitations e
classification.
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11. Mitigation: A Defense-In-Depth Reference Architecture
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Figure 4: Continuous-assurance architecture for secure Al-assisted software development.

11.1 Governance and Model/Tool Inventory

An inventory of approved assistants, model endpoints, extensions, MCP servers, and coding
agents should be maintained by organizations. Untracked tools create blind spots in threat
modeling and incident response, the reviewed studies collectively show [163]-[167]. Model
version, data handling, network access, and approval scope for each tool should be recorded in
the inventory.

11.2 Structured Context and Provenance

Every context item should be labeled with its origin and trust level, and that provenance
should be preserved through the generation and execution pipeline. Provenance tracking is the
minimum infrastructure needed to support context-governance controls, several authors have
argued [163], [167]. Trusted project documentation cannot be distinguished from untrusted web
content or attacker-injected material without provenance.

11.3 Least Privilege, Sandboxing, and Capability Control

An agent's accessible scope should be limited to precisely those files, commands, network
destinations, and credentials that the current task demands. Least privilege, a cornerstone of
access-control design, applies with equal force to agent capabilities. Current tool implementations
fall far short of this principle, in our assessment—most agents are granted broad workspace
access by default [222].

11.4 Independent Code Verification

At least the same pipeline as human-written code should be applied to generated code.
Conventional static and dynamic analysis identify defects that model self-review misses, the
reviewed evidence confirms [72]-[97]. SAST, SCA, secret scanning, dependency review, and
security-focused tests may all be included in the pipeline.

11.5 Approval Design

Comprehensible and decomposed approvals are essential. The exact command, expanded
aliases, affected files, and security-relevant flags should all be displayed. That vague or
summarized approvals are exploitable has been demonstrated in the attack literature [121],
[125]. Approval design is a security-critical user-interface problem, not merely a workflow
convenience, we argue.
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11.6 Monitoring, Provenance, and Recovery

User request, retrieved context, model/version, tool calls, approvals, file changes, and runtime
effects should all be connected in audit logs. Sparse though the literature on forensic analysis of
Al-assisted development may be, the general principle from software supply-chain security is that
traceability from change to cause is essential for incident response [163]-[167].

Table 8: Control Matrix For Ai-Assisted Development

Layer Minimum controls Higher-assurance controls
Polic Approved tools; data classes; user Risk assessment; provider audit; restricted
y accountability. projects; exception workflow.
. Signed control files; protected ind ; te-
Context Task-scoped retrieval; untrusted-data labels. lgned contro l. es; protected Indexes; remote
content quarantine.
Secure system prompt; security-specific Secure fine-tuning; constrained decoding; multi-
Model - ; o
instructions. model validation.
Tools No autonomous high-impact actions; Capability tokens; disposable sandbox; egress
allowlists. and secret broker.
; ; Fuzzing, sanitizers, f 1 checks, iali
Code Tests, SAST, SCA, secret scanning, review. uz.zmg sanlltllzers ormal checks, specialist
review for critical code.
. . . . . Signed packages, SBOM, SLSA ,
Supply chain Pinned dependencies; registry verification. \gned packages provenance
private mirrors.
Operations Audit logs, protected branches, rollback. Behavioral monitoring, provenance graph,

incident simulations.

11.7 Secure Retrieval and Context Governance

Rather than assembling context as a flat string, it should be built as a typed, provenance-
preserving object. Each item should carry a source label, a confidence score, and a trust
classification. Including these labels in the model's prompt enables it to reason about which inputs
are reliable and which need verification.

A compromised retrieval index degrades every generation that depends on it. Retrieval
indexes should therefore be governed by the same security lifecycle used for dependencies.
Ingestion should authenticate each source, strip executable content wherever possible, and
record every addition. Later review is equally important because stale or newly insecure material
must be removed from the index.

11.8 Capability Security and Policy Enforcement

Tool schemas should define capability boundaries explicitly, and the protocol should enforce
them independently of model discretion. Narrow, typed operations such as read_file,
propose_patch, run_tests, and query_package_metadata make authority visible and auditable.
Broad calls such as execute_shell or write_file place excessive power behind one interface and
should be replaced with smaller operations whenever possible.

Capability tokens should grant only the authority needed for the declared task, and that
authority should end automatically with the task. Tokens therefore need to be short-lived, task-
bound, and non-transferable. After reviewing a pull request, for example, an agent should retain
no permission to modify the main branch.
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11.9 Meaningful Human Authorization

Authorization for a high-impact action should present the exact operation and its likely
consequences. A nominal human-in-the-loop control offers little protection if the user sees only a
vague intention and must decide under time pressure. Evidence reviewed in this study indicates
that approval fatigue and imprecise summaries materially reduce the security value of human
approval [121], [125].

The authorization path must remain outside the model's own control flow. The model may
explain a proposed action, but natural-language persuasion must not be able to confer authority.
The model should not approve its own request or reformulate a denied operation to evade the
control.

11.10 Monitoring, Incident Response, and Recovery

Monitoring should prioritize events with clear security relevance: access to secrets, contact
with unexpected network destinations, deviation from the declared task, and repeated attempts
after denial. Agent telemetry should enter the same operational processes as other security
signals. Although practical experience remains limited, behavioral anomaly detection may
usefully complement code-level controls [121], [125].

Agentic incidents leave less time for response because the system may continue acting until its
authority is revoked. Conventional vulnerability handling may therefore be too slow. Incident
playbooks should enable immediate token revocation and workspace isolation, with dependency
rollback or model downgrade available when required.

11.11 Assurance Profiles

A single control level is unsuitable for tasks with very different consequences. Risk-tiered
assurance can preserve usability without granting unsafe autonomy: low-risk autocomplete may
need little friction, while high-risk agentic actions should require provenance, sandboxed
execution, and informed human approval. Assurance should be proportional to potential impact.

Table 9: Risk-Based Assurance Profiles For Ai-Assisted Development

Profile Typical work Permitted autonomy Required assurance
Low Documentation, local Read workspace; propose Normal review, tests, provenance, no
examples, non-sensitive tests. | bounded edits. secrets or external execution.
Applicat.ion features, Edit branch; run approved SAS."I‘./SCIA/secr(_et scan, depend.ency
Moderate refactoring, dependency . . verification, reviewer ownership,
build/test tools in sandbox. .
updates. restricted egress.
Authentication, crypto, Proposal only; no direct Threat model, specialist review,
High parsers, IaC, CI/CD, data merge or privileged exploit tests, policy-as-code, signed
access. terminal. artifacts.
. . Two-person authorization, isolated
Production credentials, , . . R
o . Read-only analysis or tightly | environment, full logging, formal or
Critical release, incident response, . . ) o
" scripted actions. independent validation, rehearsed
safety-critical code. rollback
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12. Security Across The Ai-Assisted Software Development Lifecycle

Governance shouldn't start and stop with code generation. From requirements to
decommissioning, security relevant decisions are found throughout the lifecycle [163]-[167].
Responsibility, controls, supporting evidence should not only be in the implementation stages.

12.1 Requirements and Security Intent

Security stories should explicit the threats the implementation should be able to withstand
and the assistant should review the output of the story in relation to these threats. The
requirements phase is the first place where you can avoid a missing safeguard rather than find it
later. Some authors claim that the best lever to decrease insecure generation is the explicit
specification of security requirements in the prompt [37]-[39].

Policies on the use of Al are also required. Teams should agree on the following: What is
acceptable as source code leaving the environment? What models are acceptable? What validation
should follow any changes that are created? According to our assessment, most organisations
currently don't have those policies, and adoption is going ahead without governance.

12.2 Architecture and Threat Modeling

The agent's maximum blast radius is determined by architecture. The model, retrieval index,
and tool environment should be treated as part of the trusted computing base in threat modeling.
All context sources, all tool interfaces, and all approval mechanisms compose the attack surface.

A useful design artifact is the capability budget, which lists the minimum reads, writes,
commands, endpoints, and credentials required for each agent task. Additional authorization
should be required for any request exceeding the budget. The architectural analog of least
privilege for agentic systems is what we regard capability budgeting as.

12.3 Implementation and Local Development

Proposal mode should be the secure default during implementation. Task-scoped context may
be retrieved and changes suggested by the assistant, but writing files, running commands, or
modifying configuration should require explicit approval. The developer's authority over all side-
effecting operations is preserved by this mode.

A disposable workspace with restricted mounts and egress is where local execution should
occur. Per-task injection and post-use revocation should apply to environment secrets. Cross-task
contamination is prevented by discarding the workspace after each session.

12.4 Verification and Security Testing

Generation and verification must be independent. Intended behavior is established by
functional tests; the absence of specific weaknesses by security tests; deterministic coverage by
static and dynamic analysis; and judgment that automated tools cannot replicate by human
review. That model self-review is not a substitute for independent verification is consistently
shown by the reviewed evidence [72]-[97].

A security evidence bundle should accompany the change. The threat or requirement
identifier, the test that verifies the security property, the static-analysis result, and the human-
review record can all be included. Traceable and auditable security claims result from this bundle.

12.5 CI/CD and Release

CI functions as both an assurance mechanism and an agent attack surface. Isolating untrusted
pull-request content from the CI execution environment is necessary. Agent-triggered runs
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should receive the same isolation as untrusted contributions, given that the agent may have been
compromised by injected instructions.

Al-produced components should carry provenance records alongside those of human-
authored components so that incident responders can trace a defect to its origin. A verifiable
release bundle should connect the source, dependency lockfiles, build environment, tests, and
resulting artifacts.

12.6 Deployment and Operations

Because deployment agents operate where the consequences are greatest, they should have
less autonomy than other agents. Any change to production configuration, secrets, or network
policy must require human authorization, regardless of the agent's confidence.

When an incident affects a component last changed with Al assistance, the code diff is only part
of the evidence. Responders should also examine the generation context and the tool calls made
during that session. Runtime telemetry is most useful when it can connect observed behavior to
the provenance of the Al-assisted change that may have caused it.

12.7 Maintenance, Model Drift, and Decommissioning

Maintenance includes the assistant environment and application code. A provider can change
the model, an extension can be given new permissions or an MCP server can change its schema.
Any of these changes may change the way the application behaves regarding security without
changing the actual application. It's important for organizations to track them and review their
threat assumptions following major changes.

An assistant is not fully decommissioned until it has had its credentials, extensions, local
services, or cached repository context removed. These remnants maintain an attack surface after
it was formally used. When decommissioning, tokens should be revoked, connected components
should be removed, all cached data deleted and an auditable record of access exercised kept.

Requirements Architecture Implementation Verification Cljcp Deployment Operations

security stories trust boundaries small diffs tests + SAST/SCA isolated runners signed artifacts telemetry
misuse cases agent permissions secure APIs exploit oracles least-privilege tokens policy gates rollback + learning

S A IR I B

‘ Release ’ Incident ‘

Untrusted-input

risk tier capability budget review evidence controls attestation feedback

Secu idence and incidents feed back into prompts, policies, tests, retrieval sources, a ission profiles,

Al use case ‘ ‘ Threat model + ‘ Provenance + ‘ ‘ Independent ’

Figure 5: Security gates across the Al-assisted development lifecycle and the feedback loop from
operations.
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Table 10: Lifecycle Risks And Required Security Evidence

exposure.

Phase Representative Al-specific risk Minimum evidence before progression
. Functional prompt omits abuse cases, Validated security stories, data classification,
Requirements . . .
privacy, or policy. Al-use constraints.
. Agent or retrieval service receives excessive | Threat model, capability budget, trust-boundary
Architecture .
trust. and data-flow review.
. Insecure code, package hallucination, secret Small diff, provenance, approved APIs and
Implementation

dependencies, sandboxed execution.

Verification

Model-generated tests confirm the model's
own assumptions.

Independent tests, SAST/SCA/secrets, exploit or
dynamic checks as needed.

Untrusted PR or issue content reaches

Separated workflows, least-privilege tokens,

causes incident.

I/CD .. .
cl/e privileged agent/token. typed validation, protected branches.
Generated justification substitutes for Signed artifacts, attestations, policy gates,
Release e . .
verifiable assurance. review and rollback readiness.
. Persistent agent state or generated defect Telemetry, provenance graph, response
Operations 8 § P grap P

playbooks, revalidation and lessons learned.

13. Governance, Privacy, And Compliance

13.1 Al System and Tool Inventory

Governance starts with knowing which tools are deployed. IDE assistants, model endpoints,
browser extensions, MCP servers, command-line agents, and any service that forwards code or
context to an external model should all appear in the inventory. That shadow Al use is widespread
and that organizations regularly underestimate how many Al tools operate in their development
environment is demonstrated by the reviewed studies [163]-[167].

Capability-oriented rather than brand-oriented inventory is needed. A single product may
operate as a completion assistant in one mode and as an agentic development environment in
another. The capability, not the product name, determines the security requirements.

13.2 Data Protection and Repository Confidentiality

Proprietary code, credentials, customer data, vulnerability details, and business logic can all
be contained in prompts and context. Significant data-protection implications attend the sending
of this content to external models. Data classification should determine which models and
endpoints are approved for each category of content, several authors have argued [163], [167].

Before model submission, data minimization should occur. The volume of sensitive material
leaving the development environment can be reduced through task-scoped retrieval, redaction,
synthetic context, and local inference. Most current deployments do not implement systematic
data minimization, in our assessment.

13.3 Accountability and Human Responsibility

All accepted changes, and their security implications, should have a human owner, either an
individual developer or a team. The model can suggest the edit, but cannot be the person
responsible for the edit. The literature holds the human decision to accept the change responsible
and not the previous model output [163-167].
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The evidence in favor of this is that of a shared responsibility, where the ownership is clearly
defined at every level. Vendors design products which are as secure as possible, they disclose the
product, platform teams approve configurations and guardrails, and developers determine
whether suggestions are accepted or rejected.

13.4 Third-Party, Extension, and MCP Risk

The supply-chain exposure of extensions and MCP servers is similar to that of any other
development dependency and deserves the same supplier scrutiny. Compromised component
may be used to inject instructions, to export information, or to modify the behaviour of the tools.
For this reason, a number of authors suggest governed extension registries which ask for security
attestation in order to be admitted [121] [125].

Once you receive registry approval, you have only established trust at one moment. A
legitimate tool can be substituted or changed after it has been registered, but prior to use. To
ensure that the executing component matches its registered manifest, runtime attestation is
required. Governed registries can then share vetted manifests and the policy profile.

13.5 Auditability, Record Retention, and Evidence

Audit records must enable the reconstruction of an agent action without any unnecessary
retention of prompt content that is sensitive. The key items of evidence are the request, retrieved
context, made tool calls, and the changes. Full prompts should be avoided if the prompts contain
proprietary or otherwise sensitive information that does not need to be investigated.

Model conversation logs and security audit logs should be distinguished by organizations.
Conversation logs for debugging and improvement, audit logs for incident response/compliance.
There are various differences in retention periods, access controls and encryption requirements.

13.6 Metrics and Risk Acceptance

Governance metrics should be linked to outcomes - adoption. Measures like change rate,
insecure-suggestion acceptance rate, time-to-detect Al-introduced defects, and generated code to
independently verified code ratio are helpful. The literature reviewed indicates that most
organizations are not monitoring security results and are monitoring adoption.

The correct level must accept residual risk. Low-risk autocomplete with standard review may
be acceptable to a team, while explicit risk acceptance from the security team or a designated
authority should be required for agentic operations on production systems. Risk acceptance is
frequently implicit and informal, in our assessment, making it difficult to audit.

14. Research Gaps And Agenda

Cursor-like systems have a far smaller evidence base than Copilot. What the field needs are
longitudinal studies tracking security outcomes under agentic development and evaluations that
isolate the effect of individual controls rather than measuring adoption as a whole. The current
literature offers risk correlates but few controlled tests demonstrating that a given mitigation
actually works.
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Table 11: Priority Research Agenda

authorization

approve agent actions under time
pressure?

Priority Research question Recommended design
Agentic IDE How do context scope, approval mode, Cross-product testbed with replayable repositories,
security and permissions change attack success? | terminal traces, and controlled secrets.
Context Which repository artifacts dominate Adversarial corpus with comments, docs, issues,
poisoning retrieval and persist across sessions? images, rules, generated files, and semantic variants.
Can developers understand and safel . . .
Human p y Controlled studies with exact-command previews,

risk labels, fatigue, and expertise strata.

Secure
generation

Do security tuning and prompting
generalize to unseen CWEs and
libraries?

Time-split, contamination-aware benchmarks with
repeated sampling and exploit oracles.

Repair assurance

When does an apparently fixed patch
introduce semantic regression?

Real repositories, vulnerability reproduction,
regression suites, differential and mutation testing.

MCP supply chain

How can tool identity, scopes, updates,
and descriptions be made trustworthy?

Protocol-level experiments with signed metadata,
pinning, rug pulls, and least-privilege tokens.

Economics and
governance

Do productivity gains exceed review,
incident, and compliance costs?

Longitudinal organizational studies measuring
review debt, escaped defects, and remediation
effort.

Provenance

How should Al contribution and tool-use
lineage be represented?

Open provenance schema linked to commits, SBOMs,
model versions, prompts, actions, and evidence.

Multilingual prompts and comments, underrepresented programming ecosystems, and the
security of generated infrastructure-as-code deserve further research. Non-English contexts are
especially understudied, and the assumption that security findings generalize across languages
and frameworks has not been tested.

15. Practical Guidance

15.1 For Developers

Any code generated is to be treated as any outside code that is not trusted. Prompting should
be included in the prompt, but this is just the first control. Each suggestion will have to be
evaluated by the developers, and accepted code should go through the same security pipeline as
hand-written code. The studies reviewed indicate that explicit security instructions help, but by
themselves are not sufficient to prevent, insecure output [37]-[39].

15.2 For Security and Platform Teams

Model access should be done via organizational infrastructure and not via individual accounts.
The successful integration should also be user friendly and not avoidable. Accordingly, several
authors prefer a platform based enforcement of controls rather than policies that require each
developer to implement them on a uniform basis [163] - [167].

15.3 For Tool Vendors

Security enforcement should be done underneath the level of the model so it is not reliant on
the model behavior. Instructions should be separated from data in the vendor layer; capability
should be communicated in tool schemas; agent actions should be exposed in audit interfaces. The
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evidence points towards controls that are effective even when the model is unpredictable
[121,125].

15.4 For Educators

Several authors argue that students should learn to evaluate generated output independently
before relying on assisted generation [102], [104]. Teaching should therefore require them to
audit generated code, map flaws to CWE, design adversarial tests, and compare the results with
secure reference implementations.

16. Threats To Validity

Four limitations apply to this review. Successful attacks and prominent tools may be favored
over negative results and less visible products by publication and novelty bias. Completeness for
a rapidly evolving field cannot be guaranteed by the search, despite its systematic nature.
Subjective judgments about study design and evidence strength are involved in quality appraisal.
Finally, the available evidence as of the cutoff date shapes the synthesis; some conclusions may
be altered by new findings.

Reference verification was performed at the record level, but bibliographic metadata for very
recent preprints and technical disclosures may be incomplete or subject to revision. We have
flagged preprint status where applicable and consolidated identifiable preprint and published
versions.

17. Conclusion

Al pair programmers are a double-edge security technology. They can take weakness
knowledge, repair capability, and secure-coding guidance to the point of writing; they also
generate recognized weakness classes at rates that vary based on task, language, prompt, and
model version. This shift from suggestion to agency alters the nature of the security problem, and
is the most important finding of this review. Autocomplete adds defects and agents add incidents.

The change from suggestion to agency is the key. Controls against insecure snippets are still
necessary, but not agents! The autocomplete can provide a weak piece, this agentic system can
perform a series of tool invocations that updates the repository, installs dependencies, modifies
configurations, and sets up an ongoing back-door for the user to have access to the target system.

Creating code early or quickly isn't enough to move security left. Secure adoption demands
continual assurance: Structured context, limited authority, independent verification, true
authorization to take high impact action, and context model, tools and context sources as part of
the trusted computing base. Otherwise, the security debt gets pushed downstream where the cost
to remediate gets higher and it becomes more dangerous.
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